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INFORMATION 
REGARDING PERSONAL DATA PROCESSING BY VIDEO SURVEILLANCE SYSTEMS

1. The purpose of surveillance by video systems

The National Trade Register Office/trade register offices attached to the law courts/territorial offices (NTRO) process personal data, namely the image, by video systems in order to monitor the access of the persons into the institution, to ensure the spaces and the goods of the institution, as well as for the safety of the persons that are inside the institution’s office.

NTRO uses the video surveillance subsystem in order to ensure the safety and the security of the institution. This subsystem comes to complete the detection and alarm for attempt of intrusion systems, control of access, fire detection, signalling and alarm, forming this way an integrated system to the physical security. Therefore, the closed circuit television subsystems function in collaboration with the other subsystems enumerated above, ensuring the monitoring in real time and the possibility of visualising post-event, as well as the registration, the post and the video transmission towards different persons appointed as users of the surveillance subsystem.

Because processing personal data (image) by video surveillance systems has a mandatory character, the refuse of the person to provide that particular data determine the cancellation of the person’s access in the office of NTRO/trade register office attached to the law court/territorial office.

2. Legitimacy conditions

Processing personal data by using the video surveillance systems, installation and use of the equipment and the elements of the video surveillance system, technically, are carried out in compliance with the legal provisions into the field:
· Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation);
· Decision no. 52/2012 on the processing of personal data using video surveillance means, issued by the president of the National Supervisory Authority for Personal Data Processing (ANSPDCP);
· Law no. 333/2003 on security of objectives, goods, valuables and protection of persons, as republished and subsequently amended and supplemented;

· Implementing regulations for the appliance of Law no. 333/2003, approved by GD no. 301/2012, subsequently amended and supplemented;
· Order no. 52/2002 on approving the minimum safety requirements for personal data processing, issued by the People’s Advocate;

· Organizing and Operating Code Regulations of the National Trade Register Office and trade register offices attached to the law courts, approved by the Order of the Minister of Justice no. 1082/C/2014 for approval of the, amended and supplemented.

In compliance with the provisions of art. 13 paragraph (2) of the Decision no. 52/2012 on the processing of personal data using video surveillance means, the processing of personal data by video surveillance means shall be done only by the persons authorised by the controller (employees of the controller).

3. Monitoring areas

The location of the surveillance cameras was carried out in compliance with the legislation into force and based on the technical projects elaborated by companies specialised and endorsed by IGPR or DGPMB, Service of Public Order.

There are not monitored where exist a high level of expectations regarding private life (offices where the public do not have access, toilets and other similar locations). Exceptionally, in case of necessities on matters of security properly justified, cameras can be installed in the offices where the employees carry out their activity, but only after carrying out an evaluation of the impact and after informing the data protection officer. In such cases shall be taken into consideration that the provisions of art. 8 paragraph (2) and paragraph (3) of the Decision no. 52/2012 must be respected.

There shall be supervised by video means:

· access areas and spaces destined to the public;
· areas with restricted access;

· access areas inside the offices of NTRO/Trade register office attached to the law court/territorial offices.

4. Transparency and information 

NTRO releases for the persons who enter into the video surveillance area the information stipulated by art. 13 of the General Data Protection Regulation and by art. 11 of the Decision no. 52/2012, issued by the president of ANSPDCP.

In this regard, the information stipulated by art. 13 of the GDPR, having enclosed the respective pictogram, is draw to the attention of data subjects clearly and permanently, by a display “Information note” posted in the monitored areas, positioned to a reasonable distance from the place where the surveillance equipment is situated, so that can be seen by any person.

5. Protection of private life and security of information

In order for the security of the video system to be protected and for increasing the level of life protection, were introduced the following technical and organisational measures:
· limitation of the retention period of the filmed material, in compliance with the security requirements;
· storage media (digital video recorders) are situated in secured spaces, protected  by physical security measures;
· all the users which have access right signed the staff job description through which they bind to respect the legal provisions in the field of processing personal data;
· the access right is granted to the users only for those resources which are strictly necessary for fulfilling the attributions of the job;
· the person that have the right to grant, modify or cancel the users’ access right, in compliance with the procedure of access to the data bases, is the system administrator appointed in this regard by the controller;
· the administrator/responsible of the physical security system appointed in this regard keeps permanently an updated list of all the persons that have access right to the video surveillance system, with the specification of the type of access;
· the data protection officer shall be contacted before the installation of any new video system.


Also, it was taken into consideration the prevention of an illegal processing of personal data or the unauthorized access to those data.

6. Access to the personal data collected by the video surveillance system

The access to the video images registered and transmitted life are limited to a reduced number of persons (employees of the institution) that can be clearly identified and is determined by attributions specified within the staff job description (which purpose and what kind of access).

The access to the filmed material and/or to the technical architecture of the video system is limited to a reduced number of persons that can be clearly identified and is determined by attributions specified within the staff job description (which purpose and what kind of access).

NTRO imposes limits concerning the persons that have the right to copy, download, delete or modify any filmed material. 


All members of the personnel that have the right to access the video registrations benefit of an initial training in the field of data protection. The training is offered to each new member of the personnel, after those periodic workshops on themes regarding data protection shall be organised at least once at two years for all the personnel members that have the right to access the data.

Any security breach of the video surveillance system is stipulated in the Register of investigations, and the data protection officer is informed about this, without any unjustified delays, in 12 hours the most.


The video surveillance system is not used for the verification of the presence to work according to the program or for the evaluation of the performance at the job.


In exceptional cases, but respecting the guarantees described above, the access can be granted to the Commission for disciplinary inquiry appointed by the General Director of NTRO, within a disciplinary investigation, provided that the information to help investigation of an offense or a misconduct that shall prejudice the rights and liberties of a person. 

7. Disclosure of the personal data collected by the video surveillance system

The information registered by the video surveillance systems are to be used by NTRO for monitoring the access of the persons in the institution, for ensuring the security of the spaces and the goods of the institution, as well as for the security of the persons that are inside the institution’s office and are available for the judicial bodies and for other institutions empowered by the law to request this information, upon their express request.

Any activity involving transfer and disclosure of personal data towards third parties shall be documented and it shall be subject of a strict evaluation regarding the necessity of communication and the compatibility between the purpose of the communication and the purpose for which those data were initially collected for processing (security and access control). For these cases, the data protection officer appointed at data controller’s level shall be also consulted.

Any situation of disclosure shall be registered by the administrator’s system in Register of disclosure cases.  

The images registered by the video surveillance system installed inside the office of NTRO/trade register office attached to the law court/territorial offices are available for the judicial bodies, upon their express request.

Your personal data processed by using the video surveillance means shall NOT be transferred abroad.


8. Retention period

The retention period of the data obtained through the video surveillance system is proportional for the purpose for which the data are processed, therefore the images are retained for a period that do not exceed 30 days, except the situations expressly regulated by the law or the cases thoroughly justified.

Upon the expiration of the retention period, the data are deleted by automated procedure in the same order they were registered in.


In case a security incident happens, as well as in cases thoroughly justified, the time retention of the relevant filmed material can exceed the normal limits depending on the time necessary for additional investigation of the security incident. 

The retention is strictly documented, and the necessity of retention is revised periodically (every two months). 


In case the retention period exceeds the provided period of time of 30 days, this shall be mentioned in the Register of the registrations which exceed the retention period, and this shall be managed by the system’s administrator.

6. Rights of data subjects:


NTRO guarantees that it ensures the respect of the rights of the data subjects, in compliance with the Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC.

All the persons involved in the activity of video surveillance and those responsible for the administration of the filmed images shall respect the procedure of access to the personal data.


The notification of data subjects is realised clearly and permanently through an adequate sign, having sufficient visibility and situated inside the supervised area, so that it signalises the existence of the surveillance cameras and in order to communicate the essential information regarding the processing of personal data.

The data protection officer shall ensure updating the information notes accordingly to the realities which exist within the activities carried out by NTRO.


In compliance with the provisions of the Regulation no. 679/2016, the data subject has the following rights:


-     right to information and of access to personal data (art. 13-15);


-     right to rectification (art. 16);


-     right to erasure (“right to be forgotten”) - (art. 17);


-     right to restriction of processing (art. 18);


-     right to data portability (art. 20);


-     right to object (art. 21);


-     right not to be subject to a decision based solely on automated processing, including profiling (art.22).


For exercising the rights mentioned above, the data subject has to transmit a written application, dated and signed (in compliance with the model presented in section Cereri privind exercitare drepturi /Applications for exercising the rights) at:


 National Trade Register Office

 Bucureşti, Bd. Unirii, nr. 74, Bl. J3b, tronson II+III, sector 3


 Cod poştal: 030837


 e-mail: datepersonale@onrc.ro

 fax: +40 21 313.73.34


or can personally submit the application, either to the National Trade Register Office or to one of the trade register offices attached to the law courts/territorial offices.

In case the application was submitted to the trade register office attached to the law court/territorial office, the employers with attributions in this regard shall forward the application to the National Trade Register Office in order to be settled.


For additional information, you may contact the Data protection officer by writing an e-mail to datepersonale@onrc.ro.

It should be mentioned that the exercise of rights is free of charge for only one request per year.


Also, in compliance with the General data protection regulation, data subject has the right to submit a complaint (art. 77) to the National Supervisory Authority for Personal Data Processing, the office situated in B-dul G-ral Gheorghe Magheru nr. 28-30, sector 1, Bucureşti, cod poştal 0103336, email: anspdcp@dataprotection.ro  or to address himself/herself to the justice (art. 79).
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